ap Munow LUBETAHOBUR
Ap 3axapuje PAAUBOJEBUTR
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Cucremu 3a eneKTpPoHCKO niaahakbe

e [locTojn gocta paKTopa Koju yTnum aa nm he HeKkn cnctem
eneKkTpoHckKor naahama 3axknseTu.

e [la nn cuctem 3axTeBa Aa KOPUCHUK MHCTaNnpa nocebaH nporpam 3a
e/IeKTPOoHCKo nnahame?

e Konuko je curypaH TpaHcdep nam npouec nnahama?
e KonukKo je sennko nnahame?
e Jla nn je jeaHOCTABHO 3a Kopuwhere?

e KO/MKO M3HOCK TOLWIAK NO TPaHCaKUujn?
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[lhaTHe KapTuue
e lebuTHa KapTHua

e OrpaHu4yer-e 3a NOTPOLLHY je 3aCHOBAHO Ha TPEHYTHOM CTakby payvyHa
e [IpUNNKOM KYNOBUHE pPayvyyH AUPEKTHO NOKPUBA KOPUCHUK M HOBAL, Cce
npebauyje Ha pavyH NnpMmaoLa ycayra
e KpeauTtHa KapTmua
e [locenyje orpaHnyere 3a NOTPOLHY 3aCHOBAHO Ha KPeaAUTHO] NUCTOPUjU

e [lpyUnnKom KynosmHe padyH NOKPMBA OHAj KOjU U34aje KapTULy a OHaj KO
noceayje KapTmuy y CKnaay ca KpeamTHOM JIMHUJOM U3MUPYje PaYyH

e Kaptuua ca ognoxeHmm nnaharwem (Charge card)

e O6MYHO HEMA OrpaHnYErbE MPUIMKOM NOTPOLIHE

e [lpuUNnKom KynosmHe padyH NOKPMUBA OHAj KOjU U34aje KapTULy a OHaj KO
noceayje KapTuuy Ha Kpajy obpayyHCKOr nepmoga nammpyje padyH
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e K/by4yHM y4yecHUUM Yy npouecy naaharba KpeauTHUM KapTuuama

Kopuwhekre naaTtHux KapTUuua

Ha UHTEPHEeTY cy:

baHKa Kojoj HoBaL, uae
Yapyremwe 3a KpeaguTtHe KapTtuue
Kynad,

baHKa usgasanay Kaptuue
Tprosay

[obassbay ycnyra nnahatba
(Payment Service Provider nunn Payment Gateway)




Obpampa enekrpoHckux naahakra

e AyTopM3aumja

e Oppehyje Aa nu je KapTULLA aKTUBHA U Aa M Kynal, MMa J0BO/bHO
cpeacTaBa

e 3aK/byumBame TPaHCaKuuje

e [lpeHOC HOBLA Ca payvyHa Kynua Ha payyH Tprosua

e Nobass/bau ycnyra nnahawa (PSP)

e Ycnyre tpehe cTpaHe Koje onaKwaBgajy TpaHcdep cpeacrtaBa namehy
TProBaua u Kynaua npeko pUHaHCUjCKUX MpPeKa




[lpoBepa HesaKoOHUTUX TpaHCaKLM]a

e Cuctem nposepe agpece (AVS)

e OTKpuBa npesapy ynopehunsarbem agpecy yHeT Ha Beb cTpaHuuUmM ca
nHdopmaLmjama o agpecu Koje noceayje baHKe n3gaBaoLa KapTumue

e bpoj 3a Bepudpukayujy Kaptuue (CVN)

e OTKpuBa NpesBapy nopeherwem sepuduKaumoHor 6poja Koju je
OALITaMMNaH Ha TPauu 3a NOTNMC Ha nonehrHM KapTule ca nogaunma
n3 eBmaeHumje, baHKe n3gaBaoua KapTmue
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e AnaTun N TEXHUKE Koje ce KopucTe 3a bopby npoTms npesapa
YK/bYYyjy:

e Py4yHy npoBepy Tpacakumja

® I'IpOBepa CadyyBdHUX MH(I)OpMaLI,Mja

* [IpoBepaBajy ce KOPUCHUYKe TPaHCaKLnje Kako b1 ce yTBpaUIO Aa

e Card association payer authentication services

[lpoBepa HesaKoOHUTUX TpaHCaKLM]a

ce noayaapajy ca uHbopmalmjama 0 KOPUCHUKY
(HMje camo 6poj KapTULe TO LITO Ce TPAXKMK)

3D (3-domain) Secure
E.g. Verified by Visa, MasterCard SecureCode, JCB J/Secure

Require cardholders to register with the systems and merchants to
adopt and support both existing systems and the new systems

Cardholder needs to have an additional password to authenticate
him/herself

Merchant must also enroll itself to the program



NametHe kapruue (Smart Card)

e ENeKTpOHCKa KapTuL,a Koja Ha cebu capKm MUKPOYUN KOju

103BOHbaBa npegeduHUCAHU CKYN onepaluja, Uan AoaaBame,

bpucarbe nam obpaay ca nogaumMma CayyBaHMM HA KapTULM.

l i HII-FI ..iﬁ |
i 7, 4
oo 123y 5678

Embedded cveromen )UUU wo (603 Y 1

Chip A, SAMPLE | VISA
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TUNOBWY NMNaMETHMUX KaPTULE
 KoHTaKTHe KapTtuue (contact card)

e [lameTHe KapTuue capKe KOHTaKTHE NOBPLUMHE Ha NPeAH0j CTPaHW,
NPEKO KOjUX Ce MOXE NPUCTYNUTU MUKPOUUNY Y CAYYajYy Aa CE KapTULE
ybauu y yntay Kaptumua.

e be3KoHTaKTHe KapTuue (contactless card)

e [lameTHa KapTuua Ha cebu cagpKum aHTEHY , MPEKO Koje mory aa
npMMajy 1 wamwy nHopmaumje yntady, bes ycnoctaBraka GU3INUKOr
KOHTAKTa Ca YnTayem.

IC Cis

¥
L
Anienn

Tmarl Card
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CUrypHoCT NameTHUX KapTulia

e [lameTHe KapTuLe 4yBajy Uaun NpyXajy npuctyn A0 BpeaHUX
NN oceT/bUBUX MHPOPMaALM]a

e KapTuue ce mopajy 4yBatu og, Kpahe, npeBape nam
Hepo3Bo/beHOT Kopuwhera

e TpeHyTHO ce HanaA Ha KPTULY KnacudpuKyje Kao Hanaa Knace 3

(class 3 attack) wto 3Hauu ga ueHa noTpebHa 3a KOMNpoMUTaALMjY
KapTuLe NpeBa3n/iasn Kopuct
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CUrypHOCT eNeKTPOHCKUX TpaHCcaKLUUja

e Kopuwheme CUrypHUX KOMYHUKALMOHUX KaHana namehy
CTpaHa Koje KoMyHunuupajy
e Kopunwheme gurntanHmx ceptudmkata (X.509)

e CTpaHe y KOMyHUKUMju he 1o6nTM camo oHe nHpopmaumje
Koje je npeasuheHo aa aobujy
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CMW[@H@CT ENEeKTPOHCKUX TPpaHCaKLU]a
11. Tprosau, npyska poby/ycnyre (M->C)

10. Tprosau, notephyje nopyLbuHy (M->C)
6. LLlasbe ce nopyLbuHa u nhahawe (C->

5.7, >C%
i < mFe g .
.‘KnmjeHT npasu nopyL6mHy (C->M) _ &=l 3. Tprosal, MMa CBO

b,
]
3%

NS ~

chant

i cepTnduKkat
Cardholder '\6“ . Tprosaw, Tpa*ku
2. KinjeHT pobuja— ayropusaumly

nnahawa (M->PG)

[ 1 ]

1. KnnjeHT otBap
ceptTuduKkaT _—
payvyH : ertificate

Authority
e / = 12. Tprosaly, Tpaxku anaty(M->A)
il ez A06paBaH>e paHcaKupmje

Tssuer S->1, I->A, FA->PG) = 9. Tprosay, 106uja
Payment & vy _ || aytopusauuje

1]
N k N
Networ bl (PG->M)

Acquirer Payment
Gateway

Fiotre17.8—Serure ElectronicCommmerce Components
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CurypHOCT eNeKTPpOHCKUX TpaHCcaKLUuja - Npernes
KanjeHT oTBapa paydyH
KnujeHt nobunja ceptndukar
TproBaL, Uma cBOj cepTUdUKaT
KnnjeHT npasu nopyubuny (C->M)
Tprosau, notephyje nopybuny (M->C)
Llasbe ce nopybmuHa n nnahawe (C->M)
Tprosau, Tpaxku aytopusaumnjy nnahawa (M->PG)
OpnobpaBame TpaHcakumje (PG->1, I->A, |,A->PG)

O 0 N O U A WwWwbhE

Tprosau, nobuja noteBpay aytopmsaumnje (PG->M)
10. Tprosauy, notBphyje nopybuny (M->C)

11. Tprosau, npya poby/ycayre (M->C)

12. Tprosau, Tpaxu ncnnaty(M->A)
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Stored-Value Cards

e Paau ce 0 N/1ATHOj KapTUUM Ko Koje ce 3anmc o
PACMONOXUBUM CPeACTBMMA HaNasy YTUCHYT HA CamMy KapTuuy, a
He Ha pavyyHY KOPUCHUKA.

e OBbKYHO cy AonyHUBE.
e Pasznuka namehy oBux Kaptuua n 4ebUTHMX KapTuua je:
e HoBal, je Ha KapTULUM HEe Ha PaYYyHY

e KapTuua HMje Be3aHa 3a 0coby, aHOHMMHaA je
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ENEeKTPOHCKW KelLu
e [lnaharbe pavyyHe ncnoa HEKOr U3HOCA

e Kopuwhere KpeanTHUX KapTnua He mopa aa byae ucnaatmso
360r npoBu3smnje

e MNpeasuheH 3a mana nnahama (~S1)




ENeKTPOHCKU Kell = U3/aaBakbe

e Mopa aa ob6e36eam aHOHMMHOCT, Kao peryaapaH HoBal,
* Tpeba 06e36eaUTH 3aWITUTY NPOTUB KPUBOTBOPEHA

e Tpeba ga uma moryhHocT cnoboaHor TpaHchepa

e Tpeba obe3beamTn fa moxe Aa ce NOTPOLUN CamMO jeAHOM.

e Nl1e/bNBOCT M YOOOHOCT




ENeKTPOHCKU Kell - YyBakHbe

¢ EI'IeKTpOHCKl/I Kelwl MmOoXe Aa ce 4yBa Ha ABd HA4YNHaA:

e On-line

e KOpUCHMKK He 4yyBa INYHO NoBal,

* Houa ce noBepasa Tpehoj cTpaHu (baHUM Koja YyBa payyH KapTuuge)

e Off-line

e KOpPUCHMK 4yyBa Kell Ha CBOjOj MAMETHOj] KapTULUKM NN HOBYAHUKY

e [lpeBape uam BULIECTPYKO TPoLleH e 3aXTeBajy BULLECTPYKY

eHKpunuujy
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EneKTpoHCKU Kel — NPeaHOCTU U MaHe

e [lpegHoOCTU

e EduKacHo, jedpTnHuUje

e Maua ueHa TpaHcaKkumja

* He 3axTeBa ayTopu3alnjy Tako Aa CBU MOTY [ia ra KOpucre

e MaHe

e MoryhHocT nsberaBama nopesa

e Mory4yHocCT nparba HOBLA

e [loaNI0XHO KPUBOTBOPEHY
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e KomnneKkcHU Kpuntorpadpckm anropmMtmum cnpevasajy

ENeKTPOHCKW Kell - CUryPHOCT

BMLLIECTPYKO TPOLLEHE

e YBohemre cepucjknux bpojeBa Kako b ce yBeo Tapr v Cripe4yunno

npare HoBL,a




